HNEJATOT'AM Ob HH®OPMAIIMOHHOM BE30ITACHOCTH

Korma peur 3axomut 06 mHGOPMAIMOHHON 0€30MAaCHOCTH, OOBIYHO MBI HAYMHAEM IyMaTh O
KOMITBIOTEpaX, CETSAX, HHTePHETE U Xakepax. Ho ans oOpa3oBarenbHON cpebl MpooieMa CTOUT
IIUpe: B OTPaXJACHUN y4alerocsi OT HH(GOpMaIu, KOTOpasi MOXKET HETAaTUBHO MOBJIHUATH HA €T0
(dhopMHpOBaHKE U PA3BUTHE, TO €CTh O MPOIATAH/IC PA3IMYHON HAIIPABIICHHOCTH.

IHonsaiTue nHGOPMALMOHHOI 0e30IaCHOCTH

IMon wHpOpMaMOHHONW 0€30IaCHOCTBIO TIOHUMAETCS 3allUIIEHHOCTh WH(OPMAIIMOHHON
CHCTEMBl OT CIYy4alHOTO WJINM NPEJHAMEPEHHOIO BMEIIATEIbCTBA, HAHOCSILEro YIIepo
BJIa/I€TIbLIAM WJIM [I0JIb30BATENSIM UH(POPMALIHH.

Ha npaxTuke Ba)XHEHITUMU SBJISIFOTCS] TPU aclieKTa MH(POPMAIIMOHHONW 0€301aCHOCTH:
e JIOCTYHHOCTH (BO3MOXHOCTb 32 pa3yMHOE€ BpeMsl IMOJy4UThb Tpedyemyro
MH(OPMALIMOHHYIO YCIIYTY);
e IIEJIOCTHOCTh  (aKTyaJIJbHOCTh W  HENpOTHUBOPEUYMBOCTb  HMH(poOpmauuu, ee
3alUIIEHHOCTh OT Pa3pyLIEHUs U HECAHKIIMOHUPOBAHHOTO U3MEHEHMS);
e KOH(PHICHIMAIBHOCTH (3alIUTa OT HECAHKITMOHUPOBAHHOTO MPOYTECHHS).

Hapymienust 1ocTymHOCTH, LEIOCTHOCTH M KOH(PUICHIMAIBHOCTH HH(POPMAIMH MOTYT OBbITh
BBI3BAHbl PA3JIMYHBIMU OINACHBIMU BO3JEHCTBUSIMM Ha HWHGOPMAIMOHHBIE KOMIIBIOTEPHBIE
CUCTEMBI.

OcHoOBHBIE YIPO3bl HH(POPMAITUOHHON 0€3011aCHOCTH

CoBpemeHHast UH(POPMAIIMOHHAS CHCTEMA MIPEICTaBISET COO0N CI0XKHYIO CUCTEMY, COCTOSIIIYIO
13 60JIBILIOTO YKCIIa KOMIIOHEHTOB Pa3IMYHOM CTENEHU aBTOHOMHOCTH, KOTOPBIE CBSI3aHbI MEXKTY
co0oil 1 oOMeHuBaTCA JNaHHBIMU. [IpakTHYecKH KaxAblii KOMIIOHEHT MOXET MOJBEPrHYThCS
BHEIIHEMY BO3JCHCTBUIO WM BBIUTH U3 CTposi. KOMIOHEHTHI aBTOMAaTU3UPOBAHHOU
MH(OPMALIMOHHON CUCTEMBI MOKHO Pa30UTh HA CIEIYIOIINE TPYIIIbL:

Annapammnutle cpedcmea. IT0 KOMIBIOTEPHl U UX COCTABHBIE YacTU (MPOIIECCOPBI, MOHUTOPHI,
TepMUHAJIBI, epudepuiiHble YCTPOUCTBAa — IPUHTEPHI, KOHTPOJUIEPHI, KaOenu, JUHUN CBSI3U U
T.1.);

Ilpozpammnoe obecneuenue. ITo TPUOOPETEHHBIE MPOTPAMMBL, HCXOJHBIE, OOBEKTHBIE,
3arpy304Hble MOJYJH; OIEpallMOHHBbIE CHUCTEMbl U CHCTEMHBIE MPOTrpaMMbl (KOMIHJIATOPSI,
KOMITOHOBILIUKH U JIP.), YTUJIUTBI, IUArHOCTUYECKHE MPOTrPaMMBbl U T.11.;

/Jlannwvle, XpaHuMble BpPEMEHHO M TIOCTOSHHO, Ha JWCKax, (JdIIKax, Ie4YaTHbIE, apXUBBHI,
CUCTEMHBIE KypHAIbI U T.]I.;

Ilepconan. Tlonb3oBatenu, CHCTEMHBIE a]MUHUCTPATOPBI, IPOTPAMMUCTHI U JIp.

OmnacHbie BO3JCUCTBUSI HA KOMIIBIOTEPHYIO WH(POPMAIMOHHYIO CUCTEMY MOXHO TIOJPa3ICIUTh
Ha CiydYailHble W TpeIHAMEpPCHHbIC. AHAIM3 OIbITa MPOCKTUPOBAHMS, W3TOTOBJICHUS U
IKCIUTyaTallii HMH()OPMAIIMOHHBIX CUCTEM IMOKa3bIBa€T, YTO HWH(OpPMAIUS TOJBEPraeTcs
Pa3IMYHBIM CITy4YailHBIM BO3JEHCTBHUSAM Ha BCEX JTalax IUKIA KU3HU cucTeMbl. [IpuumHamu
CIIydaifHbIX BO3JICHCTBUY MPU IKCIUTyaTallud MOTYT OBITh:

e aBapuiiHbIE CUTYyaIlMU U3-32 CTUXUIHBIX OCICTBUN U OTKIIIOUEHUN JIEKTPOIUTAHUS;

e OTKa3bl U cOOM ammapaTypsl;

e OIIMOKH B MPOTpaMMHOM OOECIICUEeHUU;

e omuOKH B paboTe mepcoHana;

e TOMEXH B JIMHUSX CBSI3U M3-3a BO3JCHCTBHI BHEITHEH CPE/IbI.

HpC,Z[HaMepeHHBIC BO3AEHUCTBHUS — 3TO eJICHAIIPAaBJICHHBIC JIeNCTBUS HapyYIIHUTECIIA. B kauectBe
HapymuTeJida MOIr'yT BBICTYIATh cnyncamnﬁ, MOCCTUTCIIb, KOHKYPCHT, HACMHHK. I[CﬁCTBPIH
HapymuTeJid MOT'yT OBITH 06YCJ'IOBJIGHBI Pa3sHbIMU MOTHUBAMMU:



e HEJOBOJILCTBOM CIIYXKAaIEro CBOEH Kapbepoi;

e  B3SITKOM;

e  1100OIBITCTBOM;

e  KOHKYpPEHTHO# 00pbr0OOii;

e CTPEMIJICHHEM CaMOYTBEPIUTHCS JIFOOOH 1IEHOM.

MO’KHO COCTaBHUTH THIOTECTUYCCKYIO MOACIIb IIOTCHIUAJIbHOI'O HAPYIOUTCIIA:
e KBaTU(UKAIWS HAPYIIUTEIS HA YPOBHE pa3padOTUMKa JAHHOHW CUCTEMBI,
. HapymuTCJIEM MOXCET OBITH KaK IMOCTOPOHHCE JIMLO, TaK U 3aKOHHBIN IT0JIL30BATEIIb
CUCTEMBI;
e  HAPYIIUTEIO U3BECTHA MH(POPMALHS O IPUHIIUTIIAX PAOOTHI CHCTEMBI;
e HapylUTENb BbIOMpaeT HanboJiee cinadoe 3BEHO B 3alUTE.

Haubonee pacnpocTpaHeHHBIM 1 MHOTOOOPa3HbIM BUAOM KOMIbIOTEPHBIX HAPYLIEHUH SBISETCS
HECaHKITMOHUPOBAHHBIN A0CTYyM. HecaHKIIMOHUPOBAHHBIN JOCTYI HUCIOIB3YET JIO0YI0 OMHOKY
B CHCTEME 3alllUThl M BO3MOXKEH IPH HEpaAlMOHAJbHOM BBIOOpPE CpPEICTB 3alUTHI, HUX
HEKOPPEKTHOM YCTaHOBKE M HACTPOMKE.

[TpoBeneM KiacCH(pUKAIIUIO KAaHAJIOB HECAHKIMOHUPOBAHHOTO JOCTYIA, IO KOTOPBIM MOXKHO
OCYIICCTBUTh XHUIICHUE, U3BMCHCHNUEC UKW YHUYTOXKCHUC I/IH(l)OpMaHI/II/IZ
Yepes uenoseka:
e XWIIEHWE HOCUTEJCH HHPOPMAIIHIH;
e uTeHue MHPOPMAIUH C SKpaHa WU KIaBUATYPhI;
e UTeHHE MHPOPMAIH U3 PACHICUATKH.
Yepes npocpammy:
e [IEpexBaT MapoJieii;
e pemmudpoBKa 3amudpoBaHHON HUHHOPMAIIIH;
e KOMHMpOBaHUE MH(POPMALIMK C HOCUTES.
Yepes annapamypy:
e TOJKIIOYECHHE CHelHaIbHO pa3paboTaHHbIX anmapaTHbIX CPEICTB,
ofecreunBaroIMX A0CTYI K HH(GOpMAaLIUK;
e IepexBaTr MOOOYHBIX JEKTPOMATHUTHBIX U3JIyUEHUN OT anmapaTypbl, JUHUN CBSI3H,
CeTei MEeKTPONUTAHUS U T.J.

Oco00 cneayeT OCTaHOBUTHCS Ha yIpo3ax, KOTOPBIM MOTYT MOJIBEPTaThCsl KOMIBIOTEPHBIE CETH.
OcHoBHast 0COOEHHOCTH JII000N KOMITBIOTEPHOM CETH COCTOUT B TOM, YTO €€ KOMIIOHEHTBI
pacnpesneneHsl B mpocTpaHcTBe. CBs3b MEXAY y3J1aMH CETH OCYHIECTBISETCS (U3UYECKH C
MOMOIIBI0 CETEBBIX JIMHUW M MPOTPAMMHO C MOMOIIbI0 MexaHu3Mma cooOmieHuid. [Ipu stom
YIPaBJISIONINE COOOIIEHHUS U JaHHBIE, MEPEChIIaeMble MEX]TY Y3JIaMH CETH, [IepPeIaloTCs B BUJIE
naketoB oOMeHa. KoMIbroTepHbIE CETH XapaKTepHBI T€M, YTO MPOTUB HUX MPEINPUHUMAIOT TaK
Ha3bIBa€Mble yJaJCHHbIE aTaku. HapymuTenb MOXKET HAXOAMTHCS 32 THICSAYH KHIOMETPOB OT
aTaKyeMoro oObeKTa, MpU ATOM HAMaJECHUI0 MOXKET MOJBEPrarhbCsi HE TOJBKO KOHKPETHBIN
KOMIIBIOTEP, HO ¥ HH(OpPMALIHs], IepeJaroIasicsl 10 CETeBbIM KaHaaM CBS3U.

Oobecneuenne nHGPOPMALMOHHOM 0€30MMACHOCTH

dopmupoBaHue pexuMa HHHOPMAIIMOHHON 06€3011acCHOCTH — MpobiieMa KOMIUIEKCHas. Mepsl 1o
€€ PELICHUIO MOXHO NOIPa3AeIuTh Ha AT YPOBHEM:
1. 3akonooamenwvnwtii . IT0 3aKOHBI, HOPMAaTUBHBIE AKTHI, CTAHAAPTHI U T.I1.

HopmaTuBHO-TIpaBoBas 6a3a onpeaensonas opsIokK 3aiuTsl HHPOpMAaLIUH:

2. Mopansno-amuueckuit. BceBo3MOKHbIE HOPMBI TIOBEJICHUS, HECOOIIOJICHHE KOTOPHIX BEJIET
K MTaJICHUIO IPECTHKa KOHKPETHOTO YEJIOBEKA UM L0 OpraHu3aliu.

3. Aomunucmpamuenwuii. JleiictBus o0Iero xapakrepa, HpeAlpHUHUMAaeMble PYKOBOICTBOM
opranuzaiuu. TakuMH JOKYMEHTaMH MOTYT ObITb:



e IpHWKa3 PYKOBOJUTEIS O HAa3HAYCHWHM OTBETCTBCHHOTO 3a  oOecredyeHue
MH()OPMAIMOHHOK OE30MMaCHOCTH;

e JIOJDKHOCTHBIC OOS3aHHOCTM OTBETCTBEHHOTO 3a olecrieueHne WH(POpMANMOHHON
0€30IMacHOCTH;

e IEPEYCHD 3AIIUIIACMbIX HH(POPMAIIMOHHBIX PECYPCOB U 0a3 JTaHHbBIX;

e HHCTPYKIIHIO, ONPEACSIONIYIO TOPSIOK IPEAOCTaBICHHs HH(OOPMAIIMH CTOPOHHUM
OpraHu3aIisaM [0 MX 3apocaM, a TakXkKe I0 MpaBaM JOCTYIa K Hel COTPYAHUKOB
OpraHH3aiuHm.

4. @uzuueckuit. MexaHndeckue, SJIEKTPO- M 3JICKTPOHHO-MEXaHUYECKHE MPEMITCTBUS Ha
BO3MOJKHBIX ITyTAX MPOHUKHOBCHHS MOTECHIIHATBHBIX HAPYIITHTEIICH.

5. Annapammno-npozpammuslii (37CKTPOHHBIC YCTPOUCTBA U CHICHUAIBHBIC TPOTPAMMBI 3aIUThI
nHpopmanun).

[IpunsTHIE MEPHI 110 CO3/1aHNI0 O€30MacCHON HH(POPMALIMOHHOM CHCTEMBI B LIKOJIE:
e OO0ecrnieueHa 3amMTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3JIEHCTBUH (KOMIIBIOTEPHBIE BUPYCHI, JJOrHUYE€CKHE OOMOBI, aTaku XakepoB U T. 1.)
e VYCTaHOBJEH CTPOTHN KOHTPOJb 3a IJIEKTPOHHOUM MOUTOM, 00ecredeH MOCTOSHHBIN
KOHTPOJIb 32 BXOASAIIEN U UCXOIAIIEN KOPPECTIOHICHIIUEH.
e YCTaHOBJIEHBI COOTBETCTBYIOIIUE AP0 Ha nepcoHanbHbie [TK.
e lcnonb30BaHbl KOHTEHT - (QUIBTPBI, A QUIBTPALIMK CAaTOB MO UX COJIEPKUMOMY.

E)II/IHaH COBOKYITHOCTb BCEX OTHUX MCP, HAIPABJICHHBIX Ha HpOTHBOﬂeﬁCTBHe yrposam
0€30MacCHOCTH C IIEJbI0 CBEACHHS K MUHHUMYMY BO3MOXKHOCTH YyIiepOa, oOpa3yloT CHUCTEMY
3aIIUTHI.

CrnenuanicTbl, IMEIONINE OTHOIICHWE K CHCTEME 3allUThl JOJDKHBI IMOJHOCTBHIO MPEICTABISATh
ce0e MpUHIUIIB e¢ (PYHKITHOHUPOBAHHSI M B CITydae BOSHUKHOBEHHUS 3aTPYAHUTEIBHBIX CUTYaIUN
aJIeKBaTHO Ha HHMX pearupoBarb. [lox 3amuTON NODKHA HAXOMUTHCS BCS cCUCTeMa 00pabOTKH
nHpopMaIuu.

Jluna, 3aHuMaromMecss oOecredeHueM WHOOPMAITMOHHOW O€30MaCHOCTH, JOJDKHBI HECTH
JUYHYIO OTBETCTBCHHOCTD.

Hapnexxnas cucrema 3amuThl J0KHA OBITH MOJTHOCTHIO MPOTECTUPOBAHA U COTJIacOBaHa. 3aluTa
cTaHoBUTCA OoJiee 23PPEeKTUBHOMN U T'HOKOM, €ClIi OHA JIOIMYCKaeT U3MEHEHUE CBOUX MapaMeTpoB
CO CTOPOHBI aJIMUHHUCTPATOPA.

B 3akiroueHme cBOero MOKIaaa XOTeN0Ch ObI JaTh HEKOTOPhIE PEKOMEH/IAIMH 110 OPTaHU3aIluu
paboTel B MH(OPMALIMOHHOM MPOCTPAHCTBE, UTOOBI yOepeub ce0st U CBOMX OIU3KHX OT MHTEPHET-
MPECTYITHUKOB.

Pexomenganum no opranu3auuu padéorsl B MHGOPMALHMOHHOM NMPOCTPAHCTBE

1. Ilepen nauasomM pabOTHI HEOOXOAMMO YETKO CGHOPMYIHPOBATH IEb M BOIPOC IOHCKA
uHpOpMalnu.

2. XKenarenpHo BBIpa60TaTB OINTUMAaJIbHBIN AJITOPUTM IIOHCKa I/IH(I)OpMaI_II/II/I B CCTH I/IHTepHeT,
YTO 3HAYUTCIIBHO COKPAaTUT BPEMS U CHJIbI, 3aTPAYCHHBIC Ha IIOUCK.

3. 3apaHee yCTaHOBUTb BpPEMEHHbIM JUMHUT (2-3 dyaca) paboThl B MH(MOPMALMOHHOM
MIPOCTPAHCTBE (MPOCMOTP Tenenepesauu, yrenue, MHTepHer).

4. Bo Bpemst paboThl HEOOXOAUMO JieNaTh nepepbiB Ha 5-10 MUHYT 11 CHATUS (PU3HUYECKOTO
HaNpsDKEHUS U 3pUTEIIbHON Harpys3Ku.

5. Heo6xomumo 3Hath 3-4 ynpakHEHUs sl CHATHUS 3pUTENBHOTO HANPSKEHHS U (PU3NYECKOM
yCTaJO0CTH.



6. PaboTath B XOpOIIIO MPOBETPEHHOM MTOMEIIEHUH, IPU ONTUMAIBHOM OCBEIICHHH U B YA0OHOM
ro3se.

7. He cTOUT IErKOMBICIIEHHO 00paIIaThecsi CO ClaM-MUCbMaMH U 3aX0IUTh Ha HeOe30macHbIe BEO-
caiTel. [IJi1 MHTEPHET-TIPECTYITHUKOB BbI CTAHOBUTECH JIETKOW JOOBIYECH.

8. Ilpu perucrtpauuu B COLHMANbHBIX CETSAX, HE YyKa3blBaliT€ CBOU IE€PCOHAIbHBIE JaHHBIC,
HaIpuMep: aJpec WIN ACHb POXKICHMUSL.

9. He ucnonp3yiite B JOrMHE WU MapoJie IEPCOHANIbHBIE JaHHbIE.

10. Bce 3T0 mMO3BOJISIET MHTEPHET-NPECTYIHUKAM IOJIYYUTh JIAHHBIE JOCTyNa K aKKayHTaMm
AJIEKTPOHHOM MOYTHI, a Takke nHpuuuposare gomamaue [1K s Bkatodenus ux B 60T-ceTh Uiu
JUIS TOXUIIEHUS] OAHKOBCKUX JIaHHBIX POJUTENEH.

11. Co3znaiite coOCTBEHHBIN NMpPOoQHIIb HAa KOMIbIOTEPE, YTOOBI 00€30macuTh HH(OPMAIHIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0bIBaiiTe, YTO (aKThl, O KOTOPHIX Bbl y3HaeTe B VHTepHETE, HY’)KHO OYEHb XOPOIIO
IIPOBEpPUTH, €CIM BBIOYAETE HCIOJIb30BaTh MX B CBOoeH jgomaimuHed pabore. llenecooOpasHo
CpaBHUTH TPH HCTOYHHKA WHQPOPMALWH, MPEKAEC YeM PEIINTh, KaKUM HCTOYHHKAM MOKHO
JOBEPSATb.

13. O nocroBepHOCTH MH(OPMALIUY, TIOMEIIEHHON Ha cailTe MOKHO Cy/IUTh IO CaMOMY CaiTy,
y3HaB 00 aBTOpax caira.

14. Pazmemas nHpopManum o cede, CBOMX ONM3KMX U 3HAKOMBIX Ha CTPAHHUIAX COIMATBHBIX
CETEH, CITPOCUTE MPEABAPUTEIBHO pa3pelieHHe Y TeX, 0 KOM OyleT 3Ta HHpopMaIusl.

15. He caenyet pa3memarh Ha cTpaHuIax BeO-caiiToB cBou (hotorpadun u pororpadun cBOUX
OJM3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM IIOTOM MOXKET OBITh CTBIIHO.

16. CobGunromaiiTe mpaBuiia 3TUKHU Mpu oO1eHnn B IHTEpHETE: rpy00CTh MPOBOIUPYET IPYrUX HA
TaKOE JKe IMOBE/ICHUE.

17. Wcnosib3ys B CBOEH paboTe maTepuall, B3ATHIH M3 MH(POPMAIIMOHHOTO MCTOYHUKA (KHUTA,
nepuoIuieckas rneyarb, IHTEpHET), claeayeT yKa3aTh 3TOT UCTOYHUK UH(POPMAIUK UITH CIIENIaTh
Ha HEro CChUIKY, €CJI MaTepuai Obl1 BaMu nepepaboTaH.



